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Abstract

The rapid advancement of information and communication technology has significantly increased Indonesia’s dependence on
digital infrastructure across government, business, and public services. While digital transformation has improved efficiency
and economic growth, it has also heightened the risk of cyber threats, including cyberattacks, data breaches, ransomware, and
cyber espionage. These developments require a comprehensive legal framework capable of ensuring cybersecurity while
protecting national interests and citizens' digital rights. This article examines the legal politics of cybersecurity governance in
Indonesia by analyzing the legal policy underlying cybersecurity regulation, the state's role in developing national cyber
resilience, and the challenges encountered in implementing cybersecurity governance. This study employs a normative
juridical approach using statutory, conceptual, and literature-based analyses. The findings indicate that Indonesia’s
cybersecurity legal policy reflects the state's commitment to strengthening national security and supporting digital
transformation through various laws, regulations, and institutional arrangements. Nevertheless, the effectiveness of
cybersecurity governance remains constrained by regulatory fragmentation, institutional overlap, limited human resource
capacity, and the increasing sophistication of cyber threats. Therefore, strengthening legal harmonization, institutional
coordination, and cybersecurity awareness is essential to establish an adaptive and resilient national cybersecurity system.
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Introduction

The rapid advancement of information and communication
technology has transformed the way governments,
businesses, and society conduct their activities. Digital
technologies have become fundamental to public
administration, financial services, education, healthcare, and
commercial transactions, making cyberspace an essential
component of national development. However, this
transformation has also increased exposure to cyber threats
that may disrupt public services, economic activities, and
state security. Consequently, cybersecurity has evolved
from a purely technical concern into an important issue of
governance and public policy that requires an integrated
legal framework 1.

Indonesia has experienced substantial digital transformation
over the past decade through the expansion of electronic
government services, digital financial systems, and online
public services. While these developments have generated
significant economic and administrative benefits, they have
also created new vulnerabilities within national digital
infrastructure. Cyber incidents involving public institutions
have  demonstrated that inadequate cybersecurity
governance may jeopardize data protection, service
continuity, and public trust in government institutions 2,

As a constitutional state, Indonesia is required to ensure that
technological advancement is supported by a legal system
capable of protecting national interests and safeguarding the
rights of its citizens. The government's commitment to
strengthening cybersecurity is reflected in various
regulatory instruments governing electronic systems and
digital governance. Nevertheless, the existing legal
framework remains fragmented because cybersecurity
provisions are dispersed across different laws and
regulations rather than being comprehensively regulated
under a dedicated cybersecurity statute 3],
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From the perspective of legal politics, cybersecurity
governance reflects the state's policy direction in responding
to technological change and emerging security challenges.
The formulation of legal policy determines institutional
authority, regulatory priorities, and mechanisms for
coordinating  cybersecurity  responsibilities =~ among
government agencies. Therefore, cybersecurity governance
should be understood not only as a matter of information
technology but also as a strategic legal instrument for
strengthening national resilience and supporting sustainable
digital transformation 41,

Based on these considerations, this article examines the
legal politics of cybersecurity governance in Indonesia by
analyzing the direction of state legal policy, the existing
regulatory framework, and the challenges faced in
strengthening national cybersecurity governance in the
digital era.

Problem Formulation

Based on the background presented above, the problem
formulation in this study is as follows:

How does the legal politics of cybersecurity governance in
Indonesia shape the development and implementation of
cybersecurity regulations in strengthening national cyber
resilience during the digital era?

Discussion

1. Legal Politics as the Foundation of Cybersecurity
Governance

Legal politics serves as the foundation for the formulation
and development of national laws to address emerging
societal challenges. In the context of cybersecurity, legal
politics reflects the government's strategic direction in
establishing legal norms, institutional arrangements, and
regulatory mechanisms capable of responding to the



increasing complexity of cyber threats. As digital
transformation continues to reshape governance and
economic activities, cybersecurity has become an essential
component of national legal policy aimed at protecting
public interests, maintaining state sovereignty, and ensuring
the security of digital infrastructure P!,

The emergence of cybersecurity as a legal policy issue is
closely associated with the growing dependence on digital
systems across both public and private sectors. Cyber
incidents affecting government institutions, financial
services, healthcare systems, and other critical
infrastructures have demonstrated that cyber threats may
generate consequences extending beyond technical failures
to include economic disruption, national security risks, and
violations of citizens' rights. Therefore, the state is required
to formulate legal policies that provide certainty regarding
institutional responsibilities, preventive measures, and
enforcement mechanisms for addressing cyber incidents [,

Indonesia's cybersecurity governance has gradually
developed through several sectoral regulations governing
electronic  information,  digital transactions, state
intelligence, national defense, and electronic system

administration. Although these regulations collectively
contribute to cybersecurity governance, they remain
fragmented and often create overlapping institutional
authority. This condition indicates that Indonesia's legal

politics is still evolving toward a more integrated
cybersecurity  regulatory  framework  capable  of
accommodating technological developments and

contemporary security challenges .

From the perspective of legal development, cybersecurity
governance should not merely focus on responding to
cybercrime after incidents occur. Instead, legal politics
should prioritize preventive governance through institutional
coordination, risk management, protection of critical
information infrastructure, and continuous regulatory
adaptation to technological innovation. Such an approach
enables the legal system to function proactively while
supporting  sustainable  digital transformation and
strengthening national cyber resilience [,

Therefore, the legal politics of cybersecurity governance
demonstrates that cybersecurity regulation is no longer
limited to protecting information systems but has become an
integral component of Indonesia's national legal
development strategy. Effective legal policies are expected
to provide legal certainty, strengthen institutional
coordination, and enhance the country's capacity to respond
to increasingly sophisticated cyber threats in the digital era.

2. Cybersecurity as a State Responsibility in Protecting
National Interests

Cybersecurity has become an inseparable element of
national security in the digital era. The extensive use of
digital technologies in public administration, defense,
financial  systems, transportation, healthcare, and
communication has increased the dependence of modern
states on cyberspace. Consequently, cyberattacks are no
longer viewed merely as criminal activities targeting
information systems but are increasingly recognized as
threats capable of disrupting national stability, economic
resilience, and the continuity of essential public services.
This development has expanded the state's responsibility to
ensure the security and resilience of its national cyber
ecosystem [,
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From the perspective of public law, the state has a
constitutional obligation to protect its citizens and safeguard
national interests against both conventional and non-
conventional threats. Cyber threats differ from traditional
security threats because they can transcend territorial
boundaries, be conducted anonymously, and evolve rapidly
alongside technological innovation. Therefore, governments
are required to formulate comprehensive legal frameworks
that define institutional responsibilities, strengthen inter-
agency coordination, and establish effective mechanisms for
preventing, detecting, and responding to cyber incidents!®].
In Indonesia, the National Cyber and Crypto Agency (Badan
Siber dan Sandi Negara BSSN) plays a strategic role in the
national cybersecurity architecture by coordinating
cybersecurity governance among government institutions
and supporting the protection of critical information
infrastructure. Beyond its technical functions, BSSN is
expected to strengthen institutional collaboration, improve
cyber resilience, and facilitate the development of integrated
cybersecurity policies. However, the effectiveness of
cybersecurity governance continues to depend on effective
coordination among ministries, law enforcement agencies,
the private sector, and other stakeholders, as cybersecurity
requires a collaborative governance approach rather than
relying solely on a single institution [,

Furthermore, cybersecurity governance should also ensure
that national security measures remain consistent with
democratic principles and the protection of fundamental
rights. Legal policies designed to strengthen cybersecurity
should not result in excessive restrictions on privacy,
freedom of expression, or access to information. Instead,
cybersecurity regulation should maintain an appropriate
balance between national security objectives and the
protection of constitutional rights, thereby ensuring that
legal certainty and human rights are upheld simultaneously
within Indonesia's digital governance framework [1%],

Based on these considerations, cybersecurity should be
understood as a shared responsibility that extends beyond
technical protection of digital infrastructure. The state's
legal and institutional responsibilities must be supported by
effective governance, regulatory coherence, and respect for
constitutional values. Such an approach reflects the legal
politics of cybersecurity governance that seeks to strengthen
national resilience while preserving democratic governance
and the rule of law.

3. Challenges and Future Direction of Cybersecurity
Governance in Indonesia

Despite the continuous development of cybersecurity
regulations, Indonesia still faces several challenges in
establishing an effective cybersecurity governance
framework. One of the primary challenges is the
fragmentation of legal provisions governing cybersecurity
across multiple laws and regulations. The absence of a
comprehensive  cybersecurity law has resulted in
overlapping institutional responsibilities and varying
interpretations regarding the authority of government
agencies in preventing and responding to cyber incidents.
Such conditions may reduce regulatory effectiveness and
complicate coordination during cybersecurity emergencies
(3]

Another significant challenge concerns institutional and
technical capacity. As cyber threats continue to evolve in
complexity, effective cybersecurity governance requires



competent human resources, adequate technological
infrastructure, and strong collaboration among government
institutions, the private sector, and academic communities.
However, differences in institutional readiness and
cybersecurity awareness remain obstacles to developing a
resilient national cybersecurity ecosystem. These conditions
indicate that cybersecurity governance should be
strengthened not only through legal reform but also through
institutional capacity building and continuous investment in
cyber resilience [,

To address these challenges, Indonesia's future legal policy
should emphasize regulatory harmonization and stronger
institutional  coordination. The development of a
comprehensive cybersecurity legal framework would
provide greater legal certainty while clarifying the roles and
responsibilities of relevant institutions. In addition,
strengthening  international  cooperation,  improving
cybersecurity capacity, and promoting public awareness are
essential components of national cyber resilience,
particularly as cyber threats increasingly transcend national
borders [,

From the perspective of legal politics, cybersecurity
governance should remain adaptive to technological
developments without compromising the principles of the
rule of law and the protection of constitutional rights. A

coherent legal framework, supported by effective
institutional ~ cooperation  and  sustainable  policy
development, will enable Indonesia to enhance its

cybersecurity governance while fostering public trust and
supporting long-term digital transformation.

Closing

Conclusion

Cybersecurity governance has become an essential
component of Indonesia's legal policy in responding to the
growing challenges of digital transformation. From the
perspective of legal politics, the development of
cybersecurity regulation reflects the state's commitment to
protecting national interests, ensuring legal certainty, and
strengthening national cyber resilience. The existing legal
framework, supported by sectoral regulations and
institutional arrangements, demonstrates the government's
efforts to establish cybersecurity governance despite the
absence of a comprehensive cybersecurity law.
Nevertheless, the implementation of cybersecurity
governance continues to face several challenges, including
fragmented regulations, overlapping institutional authority,
limited cybersecurity capacity, and the increasingly
sophisticated nature of cyber threats. Therefore, Indonesia's
future legal policy should focus on developing an integrated
and adaptive cybersecurity governance framework that
promotes effective institutional coordination, regulatory
harmonization, and sustainable protection of national digital
infrastructure. Such an approach is expected to strengthen
public trust, support digital transformation, and enhance
Indonesia's resilience in addressing future cybersecurity
challenges.

Suggestions

Based on the findings

recommendations are proposed:

1. The Government of Indonesia should strengthen
cybersecurity  governance by  establishing a
comprehensive legal framework that clearly regulates

of this study, several
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institutional authority, coordination mechanisms, and
the protection of critical information infrastructure to
improve legal certainty and the effectiveness of
cybersecurity implementation.

2. Future studies are encouraged to examine cybersecurity
governance from empirical and comparative
perspectives by evaluating the implementation of
cybersecurity policies in Indonesia and comparing them
with regulatory practices adopted by other countries to
provide broader recommendations for legal reform.
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